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400 Gb/s

103 PB

37 628 CPU

Ú NJB>Q JMB Vĥ-Q

Â<«{k «~¯ř_«®t y~|«~ªgs^

ƴ§_®kž|t «tƅ

ƴi^®~´_ °z~»s¬®ş

ƴ´¸§~řk®|t ´¸y~|



z 2 Mb/s na 400 Gb/s



1996

1  

«z¯»f^

2000

14  «z¯»kf

2005

24  «z¯»kf

2010

27  «z¯»kf

2015
38  «z¯»kf

2020
57  «z¯»kf

2024

60+  
«z¯»kf

Ntƅ
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?^ªk¬ definuje  fkº§kř|~«® jako 

éstav,  kdy  jsou  na |kx|s»¬t {~»|~¯ míru  limitovány  hrozby  pro  
objekt  

(zpravidla národní  stát, §~§ž. i mezinárodní  organizace) a jeho zájmy a tento  objekt  

je  k eliminaci  stávajících  i potenciálních  hrozeb  kpky®s´|ş vybaven  a 

ochoten  §žs ní spolupracovat .ê

ZEMAN, Petr a kol . ğk«y_ fkº§kř|~«®|t terminologie : Výklad základních §~x{Ƌ. [online] . [cit . 10. 7. 2018]. Dostupné  z:  
http ://www .defenceandstrategy .eu/filemanager/files/file .php?file= 16048 . s. 13

http://www.defenceandstrategy.eu/filemanager/files/file.php?file=16048
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ÁO řt fkº§kř|~«® se jedná  (mezinárodní  organizace, stát, 
organizace, jednotlivec  aj.)?

ÁJaké  hodnoty  jsou  grª_|ş|· (organizace, osoby,  data, procesy  
aj.)?

ÁJžki řt{ jsou  (mají  být)  tyto  hodnoty  grª_|ş|· (fyzické, 
kybernetické,  kombinované  útoky aj.)?

ÁJaké  §ª~«®žkiy· je  ®žkf^ ´·|^z~»s® k ~grª^|ş ®şgr®~ hodnot?  

ÁQ{~»|t{ |şy~{¯ jinému  žk¬s® moji  fkº§kř|~«® místo  {ş (do 
jaké {tª·Û°ª~´|ş aj.)?
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ÂIdentifikace aktiv (toho co chceme chránit)?

Â Známe potencionální hrozby?
ƴ?~»|¸ i~§^iÕ

ƴCo nás to bude stát?
ƴ Slabiny/Zranitelnosti?
ƴ-~y_»k{k {~ikz~´^® ªsºsy^Õ

Â Popsané procesy

ÂQªřk|t q^ª^|®s Ý~i§~´şi|l ~«~f·ÞÕ



1984/1987 FRED COHEN

Âé|~ absolute  security

Â |~ ¾ ªs«yê

Âdisruption : inevitable  with  time
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Fyzická 
fkº§kř|~«®

Kybernetická 
fkº§kř|~«®



Fyzická 

bezpeļnost

Kybernetická 

bezpeļnost
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Â Projekt, konzultace

Â Perimetr

Â*kº§kř|~«®|t §ª´y·

Â Dohled

Â Opravy systému

Â Role!



FUNGUJE TO?



é?ĥ==0 +8>/ê
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https://blog.knowbe4.com/
cybercrime -the-worlds -
third -largest -economy -
after-the-u.s.-and-china 

https://blog.knowbe4.com/cybercrime-the-worlds-third-largest-economy-after-the-u.s.-and-china
https://blog.knowbe4.com/cybercrime-the-worlds-third-largest-economy-after-the-u.s.-and-china
https://blog.knowbe4.com/cybercrime-the-worlds-third-largest-economy-after-the-u.s.-and-china
https://blog.knowbe4.com/cybercrime-the-worlds-third-largest-economy-after-the-u.s.-and-china
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eGOVERNMENT

Â digitalizovaná státní 
správa

Â komunikace mezi 
´z_i~¯Ï ´kžkx|¸{s s 
soukromými institucemi 
^ ~fř^|· «®_®¯ §~{~gt 
s|p~ª{^ř|tgr «·«®l{ƋÎ 

Â Cílem je omezit 
nutnost osobního 
i~gr_ºk|t |^ °ž^i· ^ 
papírování. 



https://blog.gutenberg -technology.com/en/why -universities-are-going -digital  

https://blog.gutenberg-technology.com/en/why-universities-are-going-digital
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Â Projekt, konzultace

Â Perimetr

Â*kº§kř|~«®|t §ª´y·

Â Dohled

Â Opravy systému

Â Role!

?
IT!



/ imagine  prompt 
crazy cartoon orangutan ballancing on one 
leg, holding 100 strings connected to 
small computers with one hand and trying 
to grab one more str ing with second hand 









IS

- {^®ªsy^ «®¯ik|®Ƌ
- REDOP 
- §ª~xky®· ÝğMÛ/QÛÒÞ
- «§s«~´l «z¯»f·
- Datová schránka
- RIV/RUV
- CMS KIVS
- EIDAS
- banky
- ªkqs«®ª· «¯fxky®Ƌ
- cizinecká policie
- aj.
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EU SCOPE

https://cclab.com/news -details/european -union -to -regulate -it-security-of-critical -infrastructures/106  

https://cclab.com/news-details/european-union-to-regulate-it-security-of-critical-infrastructures/106


1. The directive on measures for a high common level of 
cybersecurity across the Union  (NIS2 Directive )

2. The Digital Operation Resilience Act (DORA)

3. The Critical Entities Resilience Directive (CER)

4. The Cybersecurity Act  (CSA)

5. The European Cyber Resilience Act  (CRA)

6. EU Cyber Solidarity Act 

7. The General Data Protection Regulation  (GDPR)

8. The European ePrivacy Regulation

9. The European Data Governance Act (DGA)

10. The Digital Services Act (DSA)

11. The Digital Markets Act (DMA)

12. The European Chips Act 

13. The European Data Act 

14. The Artificial  Intelligence  Act  

15. The Strategic Compass for Security and Defence

16. The European Cyber Defence Policy Framework

17. The EU Cyber Diplomacy  Toolbox

18. 5G Toolbox

19. Regulation laying down measures for a high 

common level of cybersecurity at the institutions, 

bodies, offices and agencies of the Union

20. The European Health Data Space (EHDS)

21. EOSC

22. Ò ^|i {~ªkÒ

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.CES&toc=OJ%3AL%3A2022%3A333%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.CES&toc=OJ%3AL%3A2022%3A333%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022R2554&qid=1683695924766
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L2557&qid=1683695943347
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0881&qid=1683695972415
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52022PC0454
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52023PC0209
https://eur-lex.europa.eu/legal-content/CS/TXT/?uri=CELEX%3A32016R0679
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0868
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R2065
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022R1925
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0046
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0068
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://www.eeas.europa.eu/sites/default/files/documents/strategic_compass_en3_web.pdf
https://data.consilium.europa.eu/doc/document/ST-14413-2018-INIT/en/pdf
https://www.consilium.europa.eu/en/press/press-releases/2017/06/19/cyber-diplomacy-toolbox/
file:///C:/Users/005007/Downloads/1_en_act_part1_v10_45AF303A-91CC-E4D7-8162E930FE115D65_58154.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52022PC0122
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52022PC0122
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52022PC0122
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52022PC0197


ZÁKONY O KYBERNETICKÉ 
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NIS1 + ZoKB

N{şª|sgk Evropského parlamentu a Rady (EU) 2016/1148 ze 
i|k ÄÎ řkª´k|gk À¾¿Ä ~ ~§^®žk|tgr y º^xs¬®ş|t ´·«~yl 

«§~zkř|l °ª~´|ş fkº§kř|~«®s «t®t ^ s|p~ª{^ř|tgr «·«®l{Ƌ ´ 
Unii

https://eur -lex.europa.eu/legal -content/CS/ALL/?uri=CELEX%3A32016L1148  

z_y~| řÎ ¿Æ¿ÛÀ¾¿Â NfÎÏ ~ y·fkª|k®sgyl fkº§kř|~«®s

https://eur-lex.europa.eu/legal-content/CS/ALL/?uri=CELEX%3A32016L1148


NIS2

N{şª|sgk Evropského parlamentu a Rady (EU) 2022/2555 ze 
dne 14. prosince 2022  

o ~§^®žk|tgr yº^xs¬®ş|t ´·«~yl «§~zkř|l °ª~´|ş 
y·fkª|k®sgyl fkº§kř|~«®s ´Unii a o º{ş|ş |^žtºk|t Ý/QÞ 
řÎ910/2014 a «{şª|sgk Ý/QÞ À¾¿ÆÛ¿ÇÅÀ ^o ºª¯¬k|t «{şª|sgk 

(EU) 2016/1148 Ý«{şª|sgk @7N ÀÞ

https://eur -lex.europa.eu/legal -
content/CS/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.CES&toc=OJ%3AL%3A2022%3A333%3ATOC  

https://eur-lex.europa.eu/legal-content/CS/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.CES&toc=OJ%3AL%3A2022%3A333%3ATOC
https://eur-lex.europa.eu/legal-content/CS/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.CES&toc=OJ%3AL%3A2022%3A333%3ATOC


JAK JSME NA TOM V EU?

https://www.twobirds.com/en/trending -topics/cybersecurity/nisd -tracker  

https://www.twobirds.com/en/trending-topics/cybersecurity/nisd-tracker
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A DÁL?

N|ş{~´|t ®s«y ÅÃÇ Ý§«§ÎgºÞ

https://www.psp.cz/sqw/historie.sqw?o=9&t=759


KDO BUDE REGULOVÁN?



Â velký podnik

Â «®žki|t §~i|syÐ 
ƴ{l|ş |k» ÀÃ¾ º^{ş«®|^|gƋ a 
ƴª~ř|t ~fª^® i~ Ã¾ {szs~|Ƌ /QM |kf~ 
ƴª~º´^r^ i~ ÂÁ {szs~|Ƌ /QMÎ 

Â malý podnik: 
ƴ{l|ş |k» Ã¾ º^{ş«®|^|gƋ a 
ƴª~ř|t obrat nebo 
ƴª~º´^r^ i~ ¿¾ {szs~|Ƌ /QM, 

Â mikropodnik: 
ƴ{l|ş |k» ¿¾ º^{ş«®|^|gƋ ^ 
ƴª~ř|t ~fª^® Ýps|^|ř|t ř_«®y^ ºt«y^|_ º^ ¯ªřs®l ~fi~ftÞ |kf~ 
ƴª~º´^r^ Ý´¸y^º ^y®s´ ^ §^«s´ «§~zkř|~«®sÞ i~ À {szs~|Ƌ /QMÏ 

-~§~ª¯řk|t =~{s«k À¾¾ÁÛÁÄ¿Û/N º ÄÎ y´ş®|^ À¾¾Á
https://eur -lex.europa.eu/legal -content/CS/TXT/?uri=LEGISSUM:n26026 

KDO BUDE REGULOVÁN?

https://eur-lex.europa.eu/legal-content/CS/TXT/?uri=LEGISSUM:n26026


Regulovaný subjekt

Essential  
entities

Important  
entities

Mk»s{ 
|s»¬tgr 

povinností

Mk»s{ 
´·¬¬tgr 

povinností



https://osveta.nukib.cz/pluginfile.ph
p/58365/mod_page/content/323/Pr
iloha-1_Graficke-znazorneni-bez-
nazvu_logo_v1.0.pdf 

https://osveta.nukib.cz/pluginfile.php/58365/mod_page/content/323/Priloha-1_Graficke-znazorneni-bez-nazvu_logo_v1.0.pdf
https://osveta.nukib.cz/pluginfile.php/58365/mod_page/content/323/Priloha-1_Graficke-znazorneni-bez-nazvu_logo_v1.0.pdf
https://osveta.nukib.cz/pluginfile.php/58365/mod_page/content/323/Priloha-1_Graficke-znazorneni-bez-nazvu_logo_v1.0.pdf
https://osveta.nukib.cz/pluginfile.php/58365/mod_page/content/323/Priloha-1_Graficke-znazorneni-bez-nazvu_logo_v1.0.pdf






Dopad

NA CELOU ORGANIZACI , nikoli  na 
jeden  řs více «·«®l{ƋÏ «z¯»kf.

<kik| ªk»s{Î
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Bªq^|sº^ř|t ~§^®žk|t Mk»s{ ´·¬¬tgr §~´s||~«®tMk»s{ |s»¬tgr §~´s||~«®t

N·«®l{ žtºk|t fkº§kř|~«®s s|p~ª{^gt 

J~»^i^´y· |^ ´ªgr~z~´l ´kik|t 

N®^|~´k|t fkº§kř|~«®|tgr ª~zt

łtºk|t fkº§kř|~«®|t §~zs®sy· ^ fkº§kř|~«®|t i~y¯{k|®^gk

łtºk|t ^y®s´

łtºk|t ªsºsy

łtºk|t i~i^´^®kzƋ

*kº§kř|~«® zsi«y¸gr ºiª~xƋ

łtºk|t º{ş|

"y´sºsgkÏ ´¸´~x ^ °iª»f^

łtºk|t §žt«®¯§¯

\´z_i_|t y·fkª|k®sgy¸gr fkº§kř|~«®|tgr ¯i_z~«®t ^ y·fkª|k®sgy¸gr fkº§kř|~«®|tgr s|gsik|®Ƌ 

łtºk|t y~|®s|¯s®· řs||~«®t 

Jª~´_iş|t ^¯is® y·fkª|k®sgyl fkº§kř|~«®s 

\^xs¬ƅ~´_|t {s|s{_z|t °ª~´|ş y·fkª|k®sgyl fkº§kř|~«®s 
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Pkgr|sgy_ ~§^®žk|t Mk»s{ ´·¬¬tgr §~´s||~«®tMk»s{ |s»¬tgr §~´s||~«®t

4·ºsgy_ fkº§kř|~«®

*kº§kř|~«® y~{¯|sy^ř|tgr «t®t

N§ª_´^ ^ ~´şž~´_|t sik|®s®

łtºk|t §žt«®¯§~´¸gr ~§ª_´|ş|t

-k®kygk y·fkª|k®sgy¸gr fkº§kř|~«®|tgr ¯i_z~«®t

Zaznamenávání událostí 

V·r~i|~g~´_|t y·fkª|k®sgy¸gr fkº§kř|~«®|tgr ¯i_z~«®t 

"§zsy^ř|t fkº§kř|~«®

Kryptografické algoritmy

\^xs¬ƅ~´_|t i~«®¯§|~«®s ªkq¯z~´^|l «z¯»f·

\^fkº§křk|t §ªƋ{·«z~´¸grÏ žtisgtgr ^ ~fi~f|¸gr «§kgspsgy¸gr ®kgr|sgy¸gr 
aktiv 

łtºk|t sik|®s® ^ xkxsgr ~§ª_´|ş|t

łk¬k|t y·fkª|k®sgy¸gr fkº§kř|~«®|tgr s|gsik|®Ƌ
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